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Abstract of the contribution: In this contribution, network function service authorization is updated to propose that NRF performs the NF level authorization. 
1. Introduction
There remains an issue under clause 7.1.4 “Network Function Service Authorization”:
Due to roaming agreements and operator policies, a consumer NF may need to be authorised based on UE/subscriber/roaming information in addition to be authorised based on NF type, the Service authorization may entail two steps:
-
Check whether the consumer NF is permitted to discover the requested NF instance during the NF service discovery procedure. This is performed on a per NF granularity.

Editor's note:
It is FFS whether this function on NRF is needed.
It is proposed to address this issue in this paper.
2. Discussion
NRF maintains the NF profile for every NF instance, so that NRF can verify which requested NF instances can be provided to the NF consumer, based on the NF profile and returns only those NF instances info, during NF discovery procedure
As the NF discovery may be realized by checking the NF and NF service information locally configured, in this case the network function service authorization is realized based on configured information.
3. Conclusion and Proposal

It is proposed to add the following texts into TS 23.501.
* * * First Change * * *
7.1.4
Network Function Service Authorization

NF service authorization ensures the consumer NF is authorized to access the NF service provided by the service provider NF, according to e.g. the policy of NF, the policy from the serving operator, the inter-operator agreement.

Service authorization information is one of the components in the profile of the NF. It shall include the NF type (s) allowed to interconnect with this NF and the corresponding NF service (s) which can be accessed by those NF type(s).
Due to roaming agreements and operator policies, a consumer NF may need to be authorised based on UE/subscriber/roaming information in addition to be authorised based on NF type, the Service authorization may entail two steps:
-
Check whether the consumer NF is permitted to discover the requested NF instance during the NF service discovery procedure. This is performed on a per NF granularity by NRF.
NOTE: when NF discovery is performed based on local configuration, it is assumed that locally configured NFs are authorized.

-
Check whether the consumer NF is permitted to access the requested NF for consuming the NF service. This may be on aper UE, subscription or roaming agreements granularity. This type of NF Service authorization is embedded in the related NF service logic.

NOTE 1:
The security of the connection between service request and service producer is specified in SA WG3.
NOTE 2: It is expected that an authorisation framework exists in order to perform consumer NF authorisation considering UE, subscription or roaming agreements granularity. This authorisation is assumed to be performed without configuration of the NRF regarding UE, subscription or roaming information.
* * * End of Changes * * *
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